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› Supply Chain risks – why should I care?

› Supply Chain Impersonation

› Exploit & vulnerability monitoring

› Ransomware in the supply chain

› Detecting and tracing the source of supply chain leaks

› Please post any questions in the Q&A of GoToWebinar as we go along!

WELCOME!
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“DEFENDING THE PERIMETER” IS NO LONGER GOOD ENOUGH

Complex Supply Chains Cloud Apps Shadow IT
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SIGNIFICANT CHANGES TO THE THREAT LANDSCAPE

Small & mid-size 
enterprises are now cost-

effective targets for 
automated cyberattacks

Phishing, Fraud 
& Impersonation 

are on the rise

Ransomware Groups 
now Leak & Auction 
Data on Dark Web
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ALL STAGES OF THE CUSTOMER JOURNEY ARE UNDER THREAT 

Acquiring 
clients

• Website

• Email Marketing

• Newsletters

• Events

• Lead Gen Agency

• Digital Advertising

Sales process

• Email

• CRM System

• Tenders / RFPs

• Proposals

• Sales Forecasts

• Spreadsheets

• Documents

• Supplier 
questionnaires

Order 
processing

• E-commerce cart

• Accounting

• Invoicing

• Payment 
processing

Order fulfilment

• Order processing

• Account 
provisioning

• App logins

• Physical shipment

Customer 
Support

• Helpdesk IT

• Training and 
onboarding

• Call centre

• Warranty handling

• Returns

“We store data about our 
clients in about a thousand 

different systems”
UK CISO
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AND DON'T FORGET YOUR “BACKOFFICE” SUPPLY CHAIN…

HR & Finance

• Payroll

• Pension

• Healthcare

• Benefits

• Accounts

Professional 
advisers

• Legal

• Accountants

• Patent attorneys

• Investors

R&D

• Third party 
libraries

• Code repos

• Ticketing systems

• IT subcontractors

Third party 
integrations

• Business 
Intelligence

• Report generation

• Chatbots

• Knowledge base

• Analytics
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A PYRAMID OF RISK

› Typical enterprise : hundreds or thousands 

of systems and sites

› Each partner has their own pyramid

› Vendors of Vendors : Fourth party risks

IT 
Core

BYOD

Cloud Services

Partners and supply 
chain

Shadow IT & 
"Bring Your Own App"
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MOVEIT & ZELLIS – A FOURTH-PARTY VULNERABILITY

MOVEit
Transfer

Zellis
(Payroll)

BBC

Boots

British
Airways
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IT’S NOT JUST YOUR SUPPLIERS…

“One of our major customers has been hit by 
ransomware.  They are telling us everything’s 
fine, but we want to know what the 
ransomware group are saying.

- UK CISO

The customer owes us £4.5M - our board 
are really worried about how long the 
customer will be out of action, and whether 
we’re going to get paid
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› New EU legislation (EU 
2022/2554) covering the 
financial sector

› Came into force January 2023, 
will apply from 17 January 2025

› Regulatory requirement for 
“the sound management of 
ICT third-party risk”

DIGITAL OPERATIONAL RESILIENCE ACT (DORA)

1. In order to achieve a high common level of digital operational resilience, this 
Regulation lays down uniform requirements concerning the security of network 
and information systems supporting the business processes of financial 
entities as follows:

(a) requirements applicable to financial entities in relation to:

(i) information and communication technology (ICT) risk management;

(ii) reporting of major ICT-related incidents and notifying, on a voluntary 
basis, significant cyber threats to the competent authorities;

(iii) reporting of major operational or security payment-related incidents 
to the competent authorities by financial entities referred to in Article 2(1), 
points (a) to (d);

(iv) digital operational resilience testing;

(v) information and intelligence sharing in relation to cyber threats and 
vulnerabilities;

(vi) measures for the sound management of ICT third-party risk;

(b) requirements in relation to the contractual arrangements concluded 
between ICT third-party service providers and financial entities;

(c) rules for the establishment and conduct of the Oversight Framework for 
critical ICT third-party service providers when providing services to financial 
entities;
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Questionnaires

• Manual

• Time consuming

• Generic

• Static

Staff education

• Reminders

• "Show and tell"

Risk Scoring 
Tools

• Easy to digest

• Limited scope

• Inaccurate

DRP / OSINT
Tools

• Early warning

• Tailored threat 
intelligence

• Data breach 
detection

PROACTIVE APPROACHES TO SUPPLY CHAIN RISK MANAGEMENT

Increasingly Proactive
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RISK SCORING PLATFORMS



Supply Chain 
Impersonation 
Attacks
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LINK IMPERSONATION TECHNIQUE
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SUPPLY CHAIN IMPERSONATION EXAMPLE
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PHISHY DOMAIN REGISTRATIONS IMPERSONATING “ARAMCO” 
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AGAIN THIS WEEK – SAME TACTICS, DIFFERENT DOMAIN
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› Educate staff on the risks

› “Show and tell” examples – monthly meetings or company IM

› Set up typosquatting monitoring for key supply chain partners

› Protect your staff

› Proactively blocklist any similar new domains at your email gateway 

› Can be automated / orchestrated

› Block access to any Newly Registered Domains at your endpoints

› Optional setting in Microsoft Defender (Web Content Filtering)

› Balance of usability vs security

› Bad actors are often waiting weeks or months to weaponise a domain

DEFENDING AGAINST SUPPLY CHAIN IMPERSONATION ATTACKS



Supply Chain 
Ransomware Attacks
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› New modus operandi

1. Break in

2. Steal data

3. Lock machines

4. Publish & extort

› Free Samples

› Auction your data

› Publish anyway

SUPPLY CHAIN RANSOMWARE ATTACKS
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SUPPLY CHAIN PARTNERS ARE TAKING A TOUGHER STANCE

“If you’ve suffered a ransomware attack, your 
customers will pull the plug on you as a 
supplier, until you can demonstrate that you’ve 
got your act together.

- UK MSSP

Many are now insisting on post-breach Dark 
Web monitoring to make sure that their data 
is not turning up again or being sold



Vulnerability 
Monitoring
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KEYWORD-BASED MONITORING FOR CRITICAL COMPONENTS



Protecting your 
data throughout 
the supply chain
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OUTSIDE YOUR CONTROL, BUT STILL YOUR RESPONSIBILITY

“We’ve just gone through a massive digital 
transformation project and migrated 
everything to cloud.

- UK CISO

It’s delivered great productivity benefits to 
the rest of the business - but the board still 
expect me to maintain the same level of 
security as before”
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Metadata

• Company 
names

• Product names

• Database 
schema

• Field names

• Unique patterns

Data

• Watermarks

• Fingerprints

MONITORING & DETECTING LEAKS
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Company & 
Product 
Names

Database 
Identifiers

WatermarkingFingerprinting

Anonymised
Monitoring

5 TECHNIQUES FOR DETECTING LEAKS OF YOUR DATA

Your
Customer

Data

Marketed

Leaked

Misused

Detect data
being compromised
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COMPANY AND PRODUCT NAMES

› Hackers will often use the name of the 
organisation when marketing, selling, or 
leaking the data

› Forums

› Ransomware sites

› A useful start point for monitoring

› Need to include multiple variants, typos, etc

› Can generate false positives depending 
on the name

› Important to be able to quickly pivot and filter 
the data to identify relevant posts

› Could also be a scam : need to assess 
the credibility & reliability of the 
“merchant’
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Company & 
Product 
Names

Database 
Identifiers

WatermarkingFingerprinting

Anonymised
Monitoring

5 TECHNIQUES FOR DETECTING LEAKS OF YOUR DATA

Your
Customer

Data

Marketed

Leaked

Misused

Detect data
being compromised
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› Unique strings in your datasets

› Database & table names

› Server names & IP addresses

› Can match metadata included in 
data leak

› Database dumps

› CSV file exports

› Exposed source code

› No PII in monitored terms

DATABASE IDENTIFIERS
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› Can monitor for data matching a pattern 
specific to your organization

› Account Numbers

› Customer IDs

› Reference Numbers

› Search term is the pattern, not the data

› R7GB00233874F

› R5GB00493549J

› RnGBnnnnnnnnX

PATTERNS IN YOUR DATA

Synthetic data example
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Company & 
Product 
Names

Database 
Identifiers

WatermarkingFingerprinting

Anonymised
Monitoring

5 TECHNIQUES FOR DETECTING LEAKS OF YOUR DATA

Your
Customer

Data

Marketed

Leaked

Misused

Detect data
being compromised
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› Added to your datasets as markers

› Unique details 

› Detect breach and misuse

› No “false positives”

› Deployed in minutes

› Not real people – GDPR doesn’t 
apply!

INTRODUCING BREACHMARKER™ : SYNTHETIC IDENTITIES 
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ADDING BREACHMARKERS TO YOUR DATA

Name : Jonathan Carter
Company : RNG Designs

Email : jonathan.carter@rngdesigns.co.uk
Phone : +44 1223 755656
Address : 14 Gray’s Inn Road, 

London WC1X 8HN

mailto:jonathan.carter@rngdesigns.co.uk
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› Sales person leaves, and joins one 
of your competitors

› Takes a copy of lead database with 
them

› Competitor starts sending sales 
emails to your prospects

› Staff email address & password exposed 
in breach of unrelated website

› Hacker runs automated scripts to try to 
login to other sites with those credentials

› Gains access to your cloud-hosted email 
marketing app

› Exports client list, and start sending them 
phishing emails

BREACHMARKERS DETECT DATA MISUSE AS WELL AS BREACH

EX-SALES REP
JOINS A 

COMPETITOR
USB DRIVELEAD DATABASE HACKER

MARKETING 
EMAIL APP

CREDENTIAL
STUFFING

SENDS
PHISHING EMAILS
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SPAM
EMAILS

1

!

MONITOR FOR UNEXPECTED EMAIL TRAFFIC 
AND BREACHES & LEAKS OF PERSONAL INFORMATION

jonathan.carter@rngdesigns.co.uk

EMAIL ADDRESS 
LEAKED ON
DARK WEB !

EMAILS FROM
YOUR COMPANY

25

27

!

EMAILS FROM
COMPETITOR

1

K
E

Y
W

O
R

D
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IL
T

E
R

IN
G

OK

› Don’t alert on legitimate email traffic
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BREACHMARKER EMAIL ALERT : MISUSE / SPAM
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UNIQUE BREACHMARKERS FOR EACH SUPPLY CHAIN PARTNER

HubSpot Email
Marketing Platform

Partner Webinar
Marketing Agency

Customer Support
Call Centre
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UNIQUE BREACHMARKER COMBOS AS ROTATING TIMESTAMPS

January 2023 February 2023 March 2023
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Name Address Email

Mrs Christine P Pengilly 19 Cocknage,Stoke-on-Trent,Staffordshire,ST3 4AE christine_pengilly@icloud.com

Mr Peter M Brown 314 Lythalls Lane,Coventry,West Midlands,CV6 6GA peterbrown@virgin.co.uk

Mr Lee J Owen 4 Kent Road,Doncaster,South Yorkshire,DN4 8JG lee.owen81@googlemail.co.uk

Mr Jonathan Carter St John's Innovation Centre, Cowley Road, Cambridge CB4 0WS jonathan.carter@rngdesigns.co.uk

Mr Tristan J Watkins 2 Greenside Close,Kidsgrove,Stoke-on-Trent,Staffordshire,ST7 4TG tristan.j.watkins@btopenworld.com

Mrs Emma P Whitla 247 Rowrah Crescent,Middleton,Manchester,Greater Manchester,M24 4WLemma.whitla@gmail.com

Mr Michael M Brown 64 Chalfont Road,London,Greater London,N9 9LY michael.brown83@btinternet.com

Miss Gemma A Munro 40 Marne Street,Hull,North Humberside,HU5 3SU gemma.munro@gmail.com

Ms Saffron S Paine 14 Gray's Inn Road, London WC1X 8HN saffron.paine@rngdesigns.co.uk

Ms Karen S Hutton 110 Evenlode Road,Southampton,Hampshire,SO16 9EG karen.hutton83@me.com

Mr Nayan A Rogers Alder Lane Barn,Alder Lane,,Burtonwood,Warrington,Cheshire,WA5 4BUnayan.rogers10@yahoo.co.uk

Mr Simon N Lynch 55 Cumberland Road,Castleford,West Yorkshire,WF10 2RA simon.lynch83@btinternet.com

Mrs Chantelle P Checketts 20 Poplar Drive,Alsager,Stoke-on-Trent,Staffordshire,ST7 2RE chantelle_checketts@hotmail.com

Mrs Shania P Derham 21 Hollyhock Drive,Mansfield,Nottinghamshire,NG19 7FG shania_derham@outlook365.com

Mr Stephen J Foster 57 Argyle Street,Tamworth,Staffordshire,B77 3EQ stephen.foster82@googlemail.co.uk

Customer Support
Call Centre

5 March 2023

TRACE THE SOURCE OF LEAKS AND MISUSE
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“GUERRILLA WATERMARKING” ON YOUR PUBLIC-FACING SYSTEMS



44

CONTRACTOR IN SKURIO’S CLOUD-BASED HR SYSTEM
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Company & 
Product 
Names

Database 
Identifiers

WatermarkingFingerprinting

Anonymised
Monitoring

5 TECHNIQUES FOR DETECTING LEAKS OF YOUR DATA

Your
Customer

Data

Marketed

Leaked

Misused

Technology

Credentials

People

Prevent vulnerabilities 
being exploited

Detect data
being compromised
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CUSTOMER DATA MONITORING : THE DETECTION CHALLENGE

How would you know if 
this is your customer data?
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CUSTOMER DATA MONITORING : THE DETECTION CHALLENGE

Your
Customer 
Records

(1k, 100k, 1M, 100M…)

OK
No 

overlap

OK
Small

overlap

Alert
Complete
Subset

CheckSignificant
overlap
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CUSTOMER DATA MONITORING : THE DETECTION CHALLENGE

› Scale

› Tens of millions of records

› Security

› Need to fingerprint the entire 
dataset, without adding to 
the risk of breach

› Automation

› Dynamic dataset will require 
regular updates

Your
Customer 
Records

(1k, 100k, 1M, 100M…)

OK
No 

overlap

OK
Small

overlap

Alert
Complete
Subset

CheckSignificant
overlap
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CUSTOMER DATA FINGERPRINTING : SEARCH TERM SECURITY

Scrambled 
Fingerprint

• Unique, 1:1 mapping

• Also incorporates a 
shared secret

• Comparison requires
both the original data 
and the secret

Plaintext 
email 

address

Add static 
"salt" string

SHA256 
hashing

64-
character 

hash value

georgie.coldwell@greenhorsebank.co.uk

One-way encryption

georgie.coldwell@greenhorsebank.co.uk£t58dZw

C416E167F043A8B360B4E3D2DD02172CE6F2B0629D1047833C388341D76E6C4B
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CONTINUOUS MONITORING OF THE FINGERPRINT
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› 30% of all our B2B customers were in a breach over the last 8 years

› Large number of false positives

› Small quantity of “our” data exposed in an unrelated breach

› Easy to filter based on “Matches per document” and “Percentage Matched”

REAL EXAMPLE : SKURIO’S SALESFORCE CRM DATA (22,000 RECORDS)
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› Filter based on more than 3 of our CRM records in a single breach / post

› Filter based on more than 5% of the breach/post being our data

› Exclude large data dumps (e.g. HaveIBeenPwned)

REAL EXAMPLE : SKURIO SALESFORCE DATA (22,000 RECORDS)
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INVESTIGATION SHOWS IT’S OUR OWN BREACHMARKER TESTS…
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Company & 
Product 
Names

Database 
Identifiers

WatermarkingFingerprinting

Anonymised
Monitoring

5 TECHNIQUES FOR DETECTING LEAKS OF YOUR DATA

Your
Customer

Data

Marketed

Leaked

Misused

Detect data
being compromised
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Fingerprint
Fragment

• Non-unique, 1-to-many mapping

• “Fuzzy Search” in DRP platform

• Deliberately returns
false positive results

• Final comparison match
is performed in your environment

CUSTOMER DATA FINGERPRINTING : ANONYMISING THE DATA

Plaintext 
email 

address

Add static 
"salt" string

SHA256 
hashing

64-
character 
hash value

Partial 
Hash

georgie.coldwell@greenhorsebank.co.uk

One-way encryption

georgie.coldwell@greenhorsebank.co.uk£t58dZw

C416E16

Anonymization

C416E167F043A8B360B4E3D2DD02172CE6F2B0629D1047833C388341D76E6C4B
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SKURIO’S CUSTOMER DATA – ANONYMISED FINGERPRINTS
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COMPARISON OF FULL FINGERPRINT & ANONYMISED VERSION

Salted Hash (Secure Fingerprint)

Raw
Data

Filtered by
threshold

Partial Hash (Anonymous Fingerprint)

False positives easily removed

20x anonymisation factor in DRP



Wrap-up
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› Your data is everywhere, and outside your direct control

› Breaches can happen through no fault of your own

› Supply chain may be a bigger source of risk than your own organisation

› Ransomware, automation & cybercrime-as-a-service making the problem worse

› New regulatory requirements bringing supply chain cyber risks in-scope

› Proactive monitoring for supply chain risks doesn’t have to be a big overhead

› Multiple techniques to detect & trace leaks of your data across the supply chain

› Metadata monitoring, Watermarking & Fingerprinting

› Questions?

SUMMARY



THANK YOU
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