
TAILOR YOUR CYBER THREAT INTELLIGENCE

JEREMY HENDY, CEO

COMMERCIAL IN CONFIDENCE



2

What is cyber threat intelligence?

Cyber Threat Intelligence is critical but poses challenges

How is tailored threat intelligence different? 

Examples from the real world

CTI as a component of Digital Risk Protection

TAILOR YOUR THREAT INTELLIGENCE
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› First update since 2013

› 11 new security controls

› Summary in ISO27001

› Detail in ISO27002

NEW UPDATES TO ISO27001 AND ISO27002

5.7 “Information relating to information 

security threats shall be collected and 

analysed to produce threat intelligence.”
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"Threat intelligence is data that is collected, 
processed, and analysed to understand a 
threat actor’s motives, targets, and attack 
behaviours”

COMMERCIAL IN CONFIDENCE
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Strategic 
Intelligence

Whitepapers/ 
Research Reports
Policy documents

Industry/ 
geographical trends

Who might target us
Why would someone 
target my business

Senior Leadership Team
Board of Directors          
Chief Risk Officer

Tactical 
Intelligence

IP/URL Block lists 
Log files / malware 

signatures
Credential / 

phishing exposure

What TTPs are used
Why they are used -

associated IOCs

SOC Managers
IT Administrators
Service Architects

Operational 
Intelligence

Dark Web forums
Chat rooms
Published 

predictions
Social media posts

How are we targeted 
Details about specific 

incoming attacks

Security Managers
Security Operations
Network Manager

Technical 
Intelligence

Evidence of IOCs
Shared information 
from other targeted 

organisations

Threat actor 
research

How vulnerabilities are 
being exploited 

How an attack works

SOC Operations staff

Incident Response Teams

FOUR TYPES OF CYBER THREAT INTELLIGENCE

COMMERCIAL IN CONFIDENCETTPs - Tactics, Techniques and Procedures
IOCs - Indicators for compromise
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ISO 27002 Requirements 
Incorporated into ISO 27001:2022

COMMERCIAL IN CONFIDENCE

ISO 27001 CHANGES

February 
2022

October
2022

October
2024

ISO 27001
The international standard for Information 

Security Management Systems (ISMS) 

ISO 27002
Security controls that an organisation needs to 

comply with for ISO 27001 certification 

Compliance 
Deadline for adopting 
ISO 27002:2022

New threat intelligence control 
introduced in ISO 27002:2022

New controls added

5.7 Threat intelligence
5.23 Information security for use of 

cloud services
5.30 ICT readiness for business 

continuity
7.4 Physical security monitoring
8.9 Configuration management

8.10 Information deletion
8.11 Data masking
8.12 Data leakage prevention
8.16 Monitoring activities
8.23 Web filtering
8.28 Secure coding

Controls have 5 types of attributes

Control type (preventive, detective, corrective) 

Information security properties (confidentiality, integrity, availability) 

Cybersecurity concepts (identify, protect, detect, respond, recover) 

Operational capabilities (governance, asset management, etc.) 

Security domains (governance &  ecosystem, protection, defense, resilience)
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ISO27002:2022 GUIDANCE FOR THREAT INTELLIGENCE

Relevant

Does this 
relate to my 

organisation?

Insightful

Accurate

Detailed

Contextual

Where?

When?

Actionable

Quickly

Effectively



8

REQUIREMENTS MAP TO THE INTELLIGENCE CYCLE

Intelligence
Cycle

Step 1 : 
Planning 

& Direction

Step 2 : 
Data Collection

Step 3 : 
Data Processing

Step 5 : 
Dissemination 

& Feedback

Step 4 : 
Analysis &
Production

“Establishing objectives

for threat intelligence

production”

“Collecting 

information

from selected 

sources”

“Identifying & selecting

information sources that

are necessary and 

appropriate”

“Processing information

to prepare it for analysis”

“Analysing information

to understand how it

relates and is meaningful

to the organisation”

“Communicating and

sharing it to relevant

individuals in a format

that can be understood”
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Compliance

Dispersed 
data storage

Sensitive 
breaches

Search 
legitimacy

Volume

Noisy 
sources

Deep & Dark 
Web

Post 
removals

Accuracy

Unstructured 
data

Source 
verification

Bias

Relevance

Historic data 
reposts

Unrelated 
vulnerabilities

Data 
duplication

Anonymity

Maintaining 
accounts

Expanded 
footprint

Search 
history

THE THREAT INTELLIGENCE CHALLENGE

COMMERCIAL IN CONFIDENCE
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So what? 
What am I supposed to do now?
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How is tailored 
threat intelligence 
different?

COMMERCIAL IN CONFIDENCE
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Generic Threat 
Intelligence

• Feeds of “bad stuff”, 
not specific to you

• Malicious IP addresses

• Malware signatures

• Nation State / APT Activity

• Exploits & Vulnerabilities

Tailored Threat 
Intelligence

• Alerting you to threats 
specific to your organization

• Credentials, Domains, 
Infrastructure, People, 
Assets, Sites, Intellectual 
Property…

Data Breach 
Detection

• Detecting leaks of your data 
throughout the supply chain

• Customer & Staff data, 
Intellectual Property, 
Business Critical 
Information

SKURIO IS DIFFERENT TO TRADITIONAL THREAT INTELLIGENCE

COMMERCIAL IN CONFIDENCE

Traditional 
Cyber Threat Intelligence 

Providers
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TAILORING YOUR THREAT INTELLIGENCE

Keep it 
relevant

Specific to 
you

Focus on 
core threats

Automate SaaS 
applications

Orchestrated 
flows

Ease of 
Use

Configure in 
30 minutes

Minimal 
ongoing 
resource
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› Automated SaaS platform

› Looking “outside the firewall”

› Continuous, real-time 
monitoring

› SaaS only, or plus analyst 
services

› Detect leaks and breaches 
across your supply chain

› Protect your core assets

HOW DO WE DO THAT?

COMMERCIAL IN CONFIDENCE

Tailored
Threat

Intelligence

Dark
Web

Monitoring

Data
Breach

Detection
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TAILORING YOUR THREAT INTELLIGENCE

COMMERCIAL IN CONFIDENCE

Use cases

REST API

Optional 
integration 
to existing
systems
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Continuous, Automated Monitoring

A
le

rts

Email
SMS
Slack
Teams

Real Time Notifications

Staff

Infrastructure

Customers

Brand

Margin

Products

Skurio
Digital Risk
Protection
Platform

Web UI
CSV
API

Search Terms (static or dynamic)

Corporate domains | Hashed email addresses
VIP information | Banking details

Server names | Database table prefixes
IP addresses | IP Address ranges
Device serial numbers | Database table prefixes

Breachmarkers | Hashed email addresses
Postcodes | Reference numbers

Brand Names | Domains (typosquatting)
Company names | Product names
Keywords

Discount codes | Loyalty scheme details
Contract terms | Voucher details

Trademark details | Intellectual property terms
Product data | Code markers
Partner brands + IOCs
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› UK Cybersecurity company

› Development & Operations: Belfast, Northern Ireland

› Sales, Marketing, Finance, Customer Success: London

› Intelligence Analysts: England & NI

› Operating since 2011

› Original focus: UK government & public sector

› Since 2017: refocus on the commercial sector

› What we do: Digital Risk Protection

› Cloud-hosted SaaS platform

› Dark Web monitoring

› Data breach detection

› Cyber threat intelligence

SKURIO - COMPANY OVERVIEW

COMMERCIAL IN CONFIDENCE
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› Discover DRP use cases

› Have a personalized view of Skurio in 
action

› Request a risk assessment 

DEMO & QUESTIONS?

COMMERCIAL IN CONFIDENCE



THANK YOU
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Examples
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Necessary

Appropriate

Relevant

Actionable

CTI

TESTING IF YOUR THREAT INTEL MEETS THE STANDARD

COMMERCIAL IN CONFIDENCE
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› What are we looking for?

› Equipment vulnerability

› How do we tailor the search?

› Model number / range

› What results might we find?

› Relevant CVEs / Zero Days

› Stolen equipment 

› Default setting exposure

› What steps can be taken?

› Patching / upgrades 

› Additional monitoring 

› Augment perimeter defences

DRP EXAMPLE – SUPPLY CHAIN BREACH

COMMERCIAL IN CONFIDENCE
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› What are we looking for?

› Mentions of our infrastructure terms

› IP addresses etc. 

› How do we tailor the search?

› Individual IP addresses 

› Domain names

› ‘Tailored IOCs’ e.g. “open port”, ”DDoS”

› What results might we find?

› Evidence of recon

› Possible attack planning

› What steps can be taken?

› Proactive threat hunt searches

› Beef up defences in specific areas

› Patch / close ports etc.

DRP EXAMPLE – INFRASTRUCTURE

COMMERCIAL IN CONFIDENCE
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› What are we looking for?
› Data breaches 

› Spearphishing planning

› How do we tailor the search?
› Key staff emails: admins / marketing / 

c-suite / finance

› What results might we find?
› Unauthorised use of 3rd party apps

› Password sharing 

› What steps can be taken?
› Application policy 

› Awareness training

› Password refresh

DRP EXAMPLE – STAFF CREDENTIALS 

COMMERCIAL IN CONFIDENCE
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› What are we looking for?

› PII 

› How do we tailor the search?

› Partial payment details

› Mobile number / social media account mentions

› What results might we find?

› Trolling

› Doxxing

› Evidence of whalephishing

› Targeting family members

› What steps can be taken?

› Patching / upgrades 

› Additional monitoring 

› Augment perimeter defences

DRP EXAMPLE – VIP PROTECTION

COMMERCIAL IN CONFIDENCE


